Abstract. In this work, we address the problem of airborne contaminant sensor placement in high-risk buildings where critical infrastructures are managed and operated, making them possible locations for terrorist attacks (such as governmental buildings and ministries, utilities, airports and hospitals). A new software is presented based on the "Matlab-CONTAM Toolbox" and the CONTAM multi-zone simulation software, to construct multiple scenarios of contamination events and to solve the multi-objective sensor placement problem for minimizing the average and maximum impact risk with respect to the contaminant mass inhaled impact metric. The use of the software is demonstrated in a case-study using the Holmes's House benchmark. The Toolbox is released under an open-source license at https://github.com/KIOS-Research/ matlab-contam-toolbox.
Introduction
According to the European Council Directive 2008/114/EC, Critical Infrastructures are defined as those systems which are essential for maintaining the societal and economic well-being of the people, and in case their operation would be disrupted or destroyed, the state would fail in maintaining those functions [8] . Infrastructures such as electricity, oil, gas, transportation, water and telecommunication systems are considered critical; this includes both cyber and physical layers as well as their associated facilities [7, 8] . Critical infrastructures are susceptible to various types of faults which may be due to environmental conditions, human errors or malicious attacks. For this reason, Critical Infrastructure Protection has received significant interest by governments and researchers in the last decade, in order to identify risks leading to failure, study interdependencies between infrastructures, design tools for early detection of faults and software models, as well as protocols and controls for mitigating attacks [10] .
In this work, we investigate the protection of buildings, which may be the operational or management centers of critical infrastructures, such as governmental buildings and ministries, utilities, airports and hospitals. In case of an attack in a critical infrastructure building, the overall operation of the corresponding infrastructure could be affected. A type of terrorist attack in buildings is through the release of some airborne chemical, biological or radiological agent, and such an event could affect the health and safety of the occupants in the different building zones dramatically [11] . In case a dangerous substance is released within a building zone, the substance would spread through the different parts of the building as a result of the air-flows between the different zones. Sensor information can be utilized to alert the occupants as well as the operators to take the appropriate measures in the case of a contaminant release. Ideally, it would be desirable to have sensors in every room of the building, measuring all different types of contaminants, but the cost and sophistication of most contaminant sensors today prohibits this. In practice, a small number of sensors will be available, with respect to the number of building zones which need to be covered. When solving this problem one should take into account the topology of the building, the significance of each zone as well as to consider uncertainties in the parameters considered. Determining where to install a limited number of sensors for contaminant detection is a non-trivial problem, as multiple and conflicting objectives need to be satisfied, such as coverage, detection time, number of people affected, installation costs etc.
The problem of selecting optimal sensor locations has also received significant interest in various fields, such as operational research [15] , control systems [2] and water distribution systems security [13, 6] . In [1], the optimal sensor locations were determined for detecting releases in a building by using a Computational Fluid Dynamics (CFD) tool to estimate the distribution of contaminants. In [19] , CFD techniques were also applied to predict chemical and biological agent dispersion in an office complex for finding the best locations for sensors and for developing effective ventilation strategies. Multi-zone models have also been used, for instance, in [4] , six attack scenarios for a small commercial building were simulated, and a genetic algorithm was applied for each attack scenario to optimize the sensor sensitivity, location, and number to achieve the best system behavior while minimizing system cost. In [3] , the impact of zonal and multi-zone modeling techniques on indoor air protection systems was analyzed for a typical office environment and a large hall. The use of a systems engineering approach utilizing contamination attack scenarios, criteria for evaluating performance as well as the use of contaminant sensor technologies, has been advocated by [9] . Under these safety-critical situations, it becomes of paramount importance that the contaminant is promptly detected and localized so that appropriate control
